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ABSTRACT 

Nigeria Government’s Vision 30:30:30 seeks to generate 30GW of electricity by year 2030, 30% of 

which will be from renewable energy resources.. This can be seen as a friendly gesture towards 

redefining the country's story of energy poverty. However, the important question is, will the national 

grid, in its today's conventional structure, be able to cope with the complexity of infusing renewable 

sources into the country's energy mix? How can the grid best be prepared for the above task? In this 

paper, we give an overview of the intelligrid, its subsequent transition into what is termed the energy 

internet and how it can address the complexities of distributed generation that will soon replace today's 

centralized one. We further depicted how blockchain technology can be used to secure the grid from 

malicious attacks in its cyberspace and aid in secure energy trading between prosumers. 
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Introduction 

The definition of a grid system can be seen as a network of transmission lines, substations, 

transformers and more, that deliver electricity from power plants to consumers. Electrical grid which 

often is also referred to as Power grid is a system of interconnected networks set up for delivering 

electricity (transmission and distribution) from producers to consumers. A Power grid system consists 

of these networks; a generating station that produces or generates electrical power, electrical 

substations which are endowed for stepping up electrical voltage for transmission or in the case of 

distribution, step down. A power grid also consists of high voltage transmission lines, distribution 

lines that carry power from generating stations down to consumer and demand centers through the 

different levels of sub stations. 

 

The current means of transmission and distribution of electricity over the years in Nigeria has fallen 

beyond expectations. These modes of transmission and distribution have since proven to be 

inefficiently and unreliably ineffective. Reasons being that there have been no evolving development 

in grid technology ever since its inception. The electric power grid delivery has often been cited as the 

greatest and most complex machine ever built. It consists of networks of wires, cables, towers, 

transformers and circuit breakers—all bolted together in some fashion. 

 

In recent times, many countries are embracing intelligrid technology in their energy policies. Future 

electricity involves such areas as construction of modern infrastructure, marketing of electricity, 

monitoring and control, decentralization of sources of energy as well as charging of electric vehicles. 
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There is a significant change in energy demand curve as a result of implementation of different 

renewable sources of energy utilized by energy consumers which limits the energy demand from the 

grid network [2] 

 

Intelligrids minimize compound change of electricity generation and sharing into adjustable systems 

for transmission and distribution. Modernization of power systems brings about protection, 

maintenance and optimum application of technology in generation, transmission and distribution of 

energy. In a intelligrid system, the consumer can produce energy and at the same time use it. This is 

achievable through renewable energy sources such as solar, wind etc. the consumer can either decide 

to use the energy produced via photovoltaic roof panels mounted on his rooftop or sell the surplus to 

the grid or his neighbours [27]. intelligrids make use of opportunities presented by a network of 

wireless sensors (WSNs) and internet of things (IoT). They establish a balance between production 

and consumption of energy through the use of intelligent systems which monitor and communicate 

with each other [16 & 8]. 

 

Defining an intelligent grid system has brought dissonances and contradictions as the concept is 

relatively new. There have been many definitions of an intelligent grid system. Authors, organizations 

and regulatory bodies have laid down distinct concepts in defining the intelligent grid system in 

different ways. Arguments have even ensued among authors to give a concise definition as they have 

stated that defining the concept of the intelligent grid system is ―too hard‖. 

 

The intelligent grid in this article will be defined as a twenty first century modern infrastructural 

system of generation and distribution of power which can automate and solve the problems emaciating 

from the traditional grid. It is indeed an innovation that has the potential to change from the traditional 

evolution to a modern, smart and intelligent evolution of the transmission, distribution and 

conservation of energy. The intelligent grid is an innovation that has the potential to revolutionize the 

transmission, distribution and conservation of energy. Actually, the current electric power delivery 

system is almost entirely a system, with only limited use of sensors, minimal electronic 

communication and almost no electronic control. On the contrary, intelligrid employs digital 

technology to improve transparency and to increase reliability as well as efficiency. ICTs and 

especially sensors and sensor networks play a serious role in turning traditional grids into intelligrids. 

 

The current delivery system of electrical power in Nigeria is traditional in the sense that it composes 

of an entirely mechanical system having limited applications of electronic communications, controls, 

sensors and automations in contrast to the intelligent grid which employs technology and digital 

implants to facilitate efficiency and transparency. These digital implants, sensors and ICT related 

networks play a very crucial role in the evolution from traditional grids into intelligent grids and 

seamlessly to what is today known as the energy internet. 

 

Review of Previous Works on Intelligent Grid 
Based on the already stated fact that there is no concise specific definition for an Intelligent grid of 

which this paper has already stated its own definition as well, some information from academia, 

reports from research organizations have been gathered regarding the intelligrid. 

 

The intelligent grid and emerging technologies aim to ―integrate and support renewable energy 

sources‖. The renewable energy sources which may include solar, hydro, wind etc. will help in 

providing accurate information as regards energy and load consumption and reduce the burden of 

outages from utility companies. In UCR’s view point, unlike the traditional grid system, the intelligent 

grids have more efficient networks even though they might possess a good number of moving 

components. This efficiency can be thought of in terms of functionality and designs. The view point 

also focused on a critical component of an intelligent grid which it referred to as ―smart power meter‖. 

The smart power meter is capable of initializing a communication between the service provider and 



 

3 
 

the consumer otherwise known as a two-way communication. Such communication will enhance 

effectiveness and efficiency as it makes the detection of power outages and other irregularities easier 

and faster. The two-way communication will also record billing and collect data over time. Smart 

generation of power was also addressed. The universal access to cheap, less greenhouse and carbon 

power generation which is also a feature of the intelligent grid [19]. 

 

Meanwhile, the US Department of Energy (DOE) defines an intelligent grid as ―the electricity delivery 

system, from point of generation to point of consumption, integrated with communications and 

information technology for enhanced grid operations, customer services, and environmental benefits.‖ 

The Department’s Vision for emerging technologies in the grid system has also justified itself not just 

in black and white alone but also in finances. The Department of Energy in its bid to promote 

innovation in the intelligent grid industry and also to welcome emerging technology proposed from the 

year 2016 to 2026, an investment package worth $3.5 billion. This will enable research on machine 

learning, artificial intelligence and in fact, total automation of the grid. The research will also cut 

across plug and play technology and the self-healing technology as applied to intelligent grids [11]. 

 

EPRI describes the intelligent power grid as the ―vision of the future‖. The future which is now, has 

seen intelligent power grids as the revolution of the evolution of electrical power distribution in over a 

century. EPRI in her 2005 journal pointed out the different advances in diverse fields especially on the 

note of traditional and industrial age transforming into the digital or intelligent age. Inasmuch as there 

is diversity in other fields, the power system is not to be left out and therefore it was proposed for the 

power system itself, there is a very large possibility of creating quick alerted, flexible and nimble 

networks that makes use of sensors, high end cutting-edge communication and computing abilities. In 

the EPRI viewpoint, intelligent grids make use of technology control to enhance functionality of the 

Electrical power distribution system. A well-grounded gullible system becomes smart or intelligent by 

the application of sensors, communicating and intelligence control [12]. 

 

The Intelligent grid as the revolution of evolution of electrical power will not and cannot be built in a 

day or a decade and then comes the pressing challenge of the digital age power delivery vision which 

over the years have created a clearer plan to achieve the said vision. 

 

However the EPRI defined Intelligent grid as ―a power system that incorporates information and 

communications technology into every aspect of electricity generation, delivery and consumption in 

order to minimize environmental impact, enhance markets, improve reliability and service and reduce 

costs and improve efficiency‖ [12]. 

 

According to the European Union, the description of an intelligent power grid is according to four (4) 

major areas: 

  

● Accessibility: An intelligent power grid must be open to the influence and access to all 

network users. It should have ease of access or approach, understandable and appreciated flow 

of connections. 

● Flexibility: The power grid should be smart enough to be pliable, supple with large range of 

fulfilling end users options. 

● Reliability: The major setback of the traditional power grid system is the lack of reliance. A 

power grid does not seem to be intelligent or smart enough until the quality of power supply is 

consistent with the needs of the end users. Thus assuring and improving security, resistance or 

resilience to dangers and unplanned incidents 

● Economically Friendly: The upgrade from the traditional power grid system to the intelligent 

power grid system is also aimed at tackling utilities and cost of energy management. 
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Overview of the Energy Internet 

 

With the increasing integration of renewable energy sources into the global energy mix and the serious 

environmental threats posed by the conventional energy sources, the concept of energy internet has 

been drawing more concern and research and development (R&D) attention [6]. Of the problems that 

the use of the conventional energy sources poses is that of exhausting the existing energy reserves 

themselves. This poses a vital question as  to how the skyrocketing energy demand by the ever-

increasing global population can be addressed. To solve this problem, two alternatives are basically 

integrating renewable energy resources such as biofuels, wind, solar and hydro and improving the 

energy efficiency by revamping the energy infrastructure.  

 

To achieve the integration of renewables into the energy mix, a condition has to be met. First, 

renewable energy resources, in contrast to the conventional fossil fuels sources are usually in a 

decentralized pattern, distributed across different, and sometimes far from each other geographical 

regions [15]. This paradigm shift from the conventional sources which are usually centralized and 

whose generation is usually in locations distant from the load centers to the eco-friendly and 

sustainable energy sources which are decentralized and whose generation is usually close to their load 

centers brought the concept of distributed generation in contrast to the conventional centralized one. 

 

However, to manage, control and ensure stability and smooth running of these types of new and 

unprecedented generation patterns, a smarter, more robust and more resilient infrastructure is 

obviously needed. It is out of this necessity that Jeremy Rifkin in 2011 proposed the energy internet 

and what it would constitute [23]. The energy internet is an information centric infrastructure with 

peer-to-peer energy sharing network which allows bidirectional flow of both energy and information 

from consumer to utility and the other way round. This means that consumers will have two roles of 

being either what is termed as Distributed Renewable Energy Resources (DRERs) and Distributed 

Energy Storage Devices (DESDs) [15]. The prosumers, as they now become, either consume from the 

grid when they have insufficient supply (this is quite common as renewables are usually affected by 

weather conditions) or sell energy to the grid when they have excess energy in their storage devices. 

This (r)evolution will surely leapfrog the global energy industry into the next level of cleaner, more 

affordable and more sustainable enterprise. 

 

Some Vital Features of the Energy Internet 

● Control based on anticipatory information 

● Energy solutions based on emerging disruptive information technologies, most notably the 

internet of things (IoT) 

● Interoperability 

● Energy storage via the Distributed Energy Storage Devices (DESDs)  

● Distributed generation networked by the use of energy routers and and other intelligent 

monitoring and control devices [15 & 25]. 

 

Energy Router 

The next generation intelligrid will undoubtedly be known to us as the energy internet of which the 

bedrock equipment it employs is the energy router serving as a connecting rod between the grid and 

prosumers. The energy router is analogically named after the packet router of the internet. For, both 

the two serve the same role but in different environments. The packet router as we all know routes 

information whilst the energy router routes energy in the internet of energy [26].  

 

Within the energy internet infrastructure, energy routers are the most important and vital of all [old 9] 

finding application in the generation, transmission, distribution, operation, within the energy market 

and the energy prosumers. The energy routers maintain user  attachment, allow customers to request 
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service, observe their connectivity status or otherwise to the central grid and seamlessly communicate 

with other parts of the grid for increased stability [6 & 15]. 

 

The energy router is quite important in the realization of smooth distributed generation. For, when 

energy is generated and the local demand falls below the local supply, it is the energy router that 

routes the excess energy into the central grid—in our own case, the national grid. At times when the 

local supply falls below the local demand, again it is the energy router that routes energy from the grid 

to the local energy storage devices. (26). Within the transmission network, energy routers are 

indispensable and helps in dynamic energy dispatch from prosumers with excess supply to those in 

need after the satisfaction of the former. 

 

In the distribution side, the energy router dynamically controls the varying demand of prosumers 

whilst distributing energy from those with surplus supply to those in demand by constantly observing 

the demand pattern. This feature optimizes the energy sharing process and eases operation whilst 

increasing the overall energy management by preventing energy waste. 

 

Blockchain Analysis in the context of Intelligrids 

 

Blockchain is a list of records also known as blocks which are linked up with the aid of cryptography. 

Data in blockchain cannot be altered because the system is resistive to such. The blockchain is a ledger 

in a decentralized form which is used to keep record of transactions executed from one end of the 

network to another [1]. The end of each block is linked to the beginning of another and every node 

participating in the network has a copy of the ledger with the nodes also known as peers. The end to 

end connection of the blocks makes the system very secured against attacks and alteration of data. The 

authenticity of each transaction can be verified by each node and agreement reached before the block 

is added to the blockchain. By so doing, the system is highly reliable and transparent. 

 

Elements of Blockchain Technology 

The elements that make up the blockchain technology system are explain below: 

● Node: This uses consensus algorithms to verify the validity of each transaction in a blockchain. 

● Block: This is where the data of each transaction are stored. 

● Mining: This is the creation of blocks in the system. 

● Hash Function: This is used to join two blocks in adjacent positions in the system with the hash 

of the previous block stored in the next block [20]. 

● Timestamp: This shows the time of creation of the block. 

● Block header: This is where the previous hash and timestamp are stored. 

● Version: This represents the nature and type of format of the data in the block. 

● Merkel root hash: This contains the transactions added to the block 

● The block body: This contains information such as date, time, amount as well as participant’s 

information. All transactions recorded in the entire system are contained in all blocks and 

stored with the network [1]. 

 

Classes of Blockchain 

Blockchain technology is grouped into various classes as shown below: 

● Private Blockchain: This type of blockchain is open to a person or entity. It is controlled 

internally in terms of access to write but open to the grants access to read to the public. The 

obscurity (difficulty level) is low with very high transaction speed and less decentralization [1]. 

● Consortium Blockchain: This is open to limited nodes and access to write is granted to specific 

nodes while the public is granted access to read it. It also has low obscurity level and high 

transaction speed less than that of private blockchain with less decentralization. 

● Public Blockchain: This is open to anyone, both access to write and read are open to anyone. 

The obscurity level is high and has less transaction speed but fully decentralized [7 & 22]. 
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Areas of Application of Blockchain in the Energy Internet 

Intelligrids combine conventional power plants with Virtual Power Plants (VPP). The virtual power 

plants contain three components which are: 

● System for energy storage 

● Renewable energy (distributed generation) such as wind turbines, photovoltaic stations, mini 

and microgrids. 

● Consumers (domestic and industrial) with load control [1]. 

 

Blockchain can be incorporated in generation, transmission and distribution systems in intelligrids. 

The various levels of integration of blockchain with intelligrid include; design and implementation of 

standards, collection of information from smart devices such as smart meters while writing them to the 

blockchain, energy trading, construction and operation of decentralized energy exchanges [1]. These 

levels are called levels 0,1,2,3 respectively. Therefore, blockchain finds various application in the 

smart grid among which include; 

 

● Power Generation and Distribution: Blockchain can be used to protect the smart grid against 

malicious attacks in the cyberspace of the grid [14 & 18]. It can also provide means to control 

abnormalities by using technologies such as smart contract [5 & 10], distribution apps (dapps) 

and power electronic devices to remotely control distortions in the system thus preventing 

power outage and blackouts. The class of blockchain employed here is the Consortium 

blockchain [1]. 

● Energy Buying and Selling: This can be referred to as peer-to-peer trading. It tends to promote 

investment in renewable energy by providing a decentralized system for electricity trading. In 

this system, a person (prosumer) can produce energy for his own use and sells the surplus to 

the grid. Consortium blockchain is also employed here [1] and the elements contained here 

include; transaction ID, consumer meter ID, the amount of energy demanded and supplied with 

a digital signature of the seller and processing node [17]. The technologies used are smart 

contract, virtual currency (cryptocurrency e.g Bitcoin) and credit-based e-wallet [1]. 

● Privacy and Security: This protects the user information and usage patterns. The private 

blockchain class is utilized here and data aggregation [13] with authentication techniques are 

employed. 

● Equipment Maintenance and Security: Blockchain technology provides aa platform for buyer-

seller interaction for diagnosis of equipment and protection of privacy [13]. The class of 

blockchain used is the consortium blockchain. 

 

Blockchain and Cryptocurrency 

Blockchain is a ledger of all peer-to-peer transactions across a network which is decentralized. This 

implies that parties involved require no central authority for clearing of transactions. Blockchain can 

be used for fund transfer, voting during elections, energy trading etc due to its high level of resistance 

to attacks and data alterations. 

 

Cryptocurrency is an electronic medium of exchange designed and stored in blockchain with the aid of 

encryption techniques to monitor monetary units, creation and also confirm fund transfer. Examples of 

cryptocurrencies include; bitcoin, ethereum, ripple, litecoin etc. 

 

Results and Discussion 

The father of Ethernet, Bob Metcalfe once posited that ―Over the past 63 years, we met the world 's 

needs for cheap and clean information by building the Internet. Over the next 63 years, we will meet 

world needs for cheap and clean energy by building the Internet‖ [9]. It is quite obvious that the 

present national grid cannot bear the  complexities of distributed generation. Hence, to accommodate 

these sustainable energy sources, the energy stands as the best, if not the only choice remaining for the 
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reliable, affordable and sustainable  electrification of Nigeria. With its renewable energy potentials 

especially in the Northern part of the country, distributed generation remains the most viable way of 

addressing the energy poverty that has now become a ―normal‖ to the citizens of the country. 

 

Furthermore, distribution companies (Discos) in Nigeria have been at loggerheads with their 

customers over electricity bill payment. Although advanced Metering Infrastructure (AMI) 

instruments are replacing the conventional meters in Nigeria, there still exist some loopholes in the 

distribution of energy across the grid network which include but not limited to loss of revenue, 

centralization of power across the network¸ lack of trust between the Discos and Consumers as well as 

low investment on renewables. 

 

These challenges can be easily solved using blockchain technology incorporated with the energy 

internet [3]. Nigeria’s energy system will be greatly improved by integrating distributed generation via 

renewable sources, service flexibility and direct consumer involvement in the energy sector and which 

is only possible through revamping the grid into a smarter infrastructure that can route energy from 

one prosumer to another whilst maintaining a seamless communication between the prosumers and the 

grid. Blockchain technology has been said to promote peer-to-peer energy transactions between 

prosumers and consumers where energy surpluses can be traded interchangeably [4] hence promoting 

genuine price signals and information on cost of energy consumers [26]. 

 

Nigeria uses hydro and thermal plants to generate electricity. This can be supported with micro grids 

and energy marketing which are consumer oriented [21]. Thus, reducing losses in transmission and 

cost of network upgrade. If blockchain technology being a distributed ledger is integrated into 

Nigeria’s energy sector, energy generation can be traded directly with the consumer through smart 

contracts [17]. Most distribution companies in Nigeria with the intervention of the Government are 

providing smart meters for billing consumers through meter access providers (MAPs). These smart 

meters also have challenges which include long recharge process, energy meter by-pass etc. 

Blockchain technology can be integrated with these smart meters to provide automated billing for 

consumers and distributed generators (prosumers).  

 

Corruption in the energy system can be eliminated through the use of cryptocurrency such as Bitcoin 

as means of payment for energy consumption. In South Africa, a company called Bankymoon 

partnered with the apex bank of South Africa to test various policies that regulate cryptocurrencies and 

their applications [1]. This company is also implementing a design that will integrate bitcoin payment 

into smart energy meters [1]. Nigeria can also embrace this as part of her future plans on electricity 

networks.    

 

Advantages of integrating blockchain technology and energy internet on the NNG 

● Reduction of administrative cost 

● Real-time information on origin and cost of energy 

● Consumer privacy protection 

● Transparency in energy billing 

● Difficulty in meter tampering 

 

Challenges of Energy Internet and Blockchain Technology Integration in Nigeria 

Listed below are the limitations  associated with this modern technology in Nigeria; 

● Energy Internet and blockchain are new technologies which have not gained wider popularity 

and acceptance hence, they require time to attain maturity especially here in Nigeria. 

● The cost of implementation and operation of energy internet blockchain technology is high. 

● Government policies on energy internet and blockchain technology are a major setback, this 

perhaps can be attributed to problem 1 above. 



 

8 
 

● Blockchain technology is susceptible to cyberattacks thus it is 100% secured though the 

chances of attack are very narrow. 

 

Conclusion 

With the incorporation of blockchain technology and energy internet on the Nigerian national grid, 

more energy will be generated, transmitted and distributed with minimum losses. This in turn would 

help curtail system collapses, supply interruption and huge losses. Also, there will be transparency in 

buying and selling of energy thereby putting a fullstop to Disco-Consumer challenges that are 

bedivilling the Nigerian power industry today.  

 

Hence, to attain the so much desired steady supply of electricity in Nigeria, stakeholders need to 

embrace energy internet and blockchain technology as a tool for solving the epileptic energy supply in 

the country. The benefits derived from this new technologies can be achieved by promoting policies 

that will create an enabling environment for the modern technology. More efforts should be made 

towards implementation of distributed generation by keying into renewable energy, this will reduce 

stress on the national grid network and also improve energy demand and supply thus subsequently 

growing the  overall Nigerian economy. 
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