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ABSTRACT: 

Security is vital for the socio-economic development and sustainability of any nation. Currently, 

militancy, Boko Haram crisis, Fulani herdsmen, cow herders, local farmers’ clashes, and the 

heightening wave of kidnapping sums up the current state of security in Nigeria. Poor data 

management techniques on the part of government agencies have stalled various government 

efforts targeted towards changing the status quo. Leaked strategies, poor speed of data gathering, 

and processing have been prevalent as shown by several failed or near-miss intervention 

missions. This paper presents and discusses the potential role of AI technology; (machine 

learning, big data, deep learning, etc.) as an efficient tool for detecting, preventing, and curbing 

insecurities in Nigeria. Artificial Intelligence (AI) tools have shown increasing promise 

concerning information gathering and analysis. AI can optimize time and source leakage of laid 

down strategies; factors that are plaguing the Nigerian security agencies. Possible challenges that 

may hinder the implementation of AI technology in curbing insecurity in Nigeria are also 

highlighted and potential solutions are discussed. 
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1.0 INTRODUCTION  

Freedom from danger, threat, or harm (security) is a fundamental right and the primary duty of 

the government of any nation [12, 17]. Security is crucial for economic stability and growth [22]. 

In Nigeria, issues such as the Boko Haram crisis, Niger-delta militancy, Fulani herdsmen, 

farmers’ tussle, cattle rustling, and increase rate in kidnapping, mirror the state of insecurity. 

This has resulted in the loss of lives and properties, internal displacement of individuals, 

instability among others [19], and a deterrent to the achievement of millennium development and 

sustainability goals [20]. Statistics show that between 2009 and 2017, about 75% of Northeastern 

Nigeria’s population were either killed, injured, or displaced by the Boko Haram crisis. In 2017, 

the herdsmen insurgency led to the loss of about 1,425 lives. Similarly, militancy within the 

Niger Delta region has led to increased loss of lives, abduction of foreign personnel, and 

vandalism that has resulted in the expanded misfortune of outside coordinate speculation. Recent 

cases of cattle rustling, local farmers-cattle grazers' clashes, kidnapping, and rape are well 

documented (see Table 1, Fig. 1). For instance, in Zamfara state, banditry alone caused about 

1,321 deaths, 1881 cases of injury to the people, loss of 10,000 cattle, 688 hectares of farmland, 

and 10,000 houses. Nigeria ranks 5
th

 in the list of most dangerous countries [4]. 

Security Challenge Boko 

Haram 

crisis 

Cattle 

Rustling 

Fulani 

Herdsmen 

Farmer - Cattle 

grazer conflict 

Niger-Delta 

Militancy 

Fatalities 1,240 470 1,425 1,895 97 

Number of Incidents 71 12 47 59 32 

Average fatalities per 

Incident  

17 39 30 32 3 

Table 1. Incidents and fatalities verified by SBM Intel 
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Figure 1. The bar chart on fatalities caused by incidents. 

The standard government response to the insurgency is either to send military troops, declare a 

state of emergency, or dialogue. These counter-measures, which are effective within the past, are 

incapable of countering the recent wave due to the expanded advancement in the area of the 

sponsor. Access to the internet has enabled the perpetrators to possess access to more 

sophisticated equipment and sponsors hence increased government effort within the ways of 

curbing insecurity, which seems to means false positive bearing within the up-surging rate. 

Available reports show that between 2015 and 2021, the Nigerian government spent about $12.3 

billion on military equipment and kidnapping-related crimes. However, modern warfare is data-

driven with the success enthusiastic to the rate of data gathering and analysis. Hence, while more 

is being spent on military equipment, less attention is paid to modern supplementary tools like AI 

technology – tools that provide increased speed of data processing and analysis and should 

complement the difficulties faced by security officials. 

Artificial intelligence refers to the use of machines to simulate human intelligence. Herein, 

machines, often replicate actions like learning, logical reasoning among others; that were once 

considered unique to humans. AI is at the helm bottom of the fourth industrial revolution with a 

significantly increasing role in sectors like education, health, finance, manufacturing advertising, 
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etc. In 2011 United States Naval force uncommon operators managed a Central Intelligence 

Agency-led operation to slaughter or capture Osama bin Laden, the establishing father of Al-

Qaeda, the group responsible for many terrorist exercises, including the September 11 attacks. 

The strike on the compound in Abbottabad, Pakistan, possessed by OBL, as he was called, was 

propelled from Afghanistan. AI can aid the retrieval of important information about the mode of 

operation of the perpetrators and the formulation of counter-strategies [6, 14].  

This paper proposes the utilization of AI in containing the state of insecurity in Nigeria. Herein, 

the current state of insecurity, potentials of AI, and possible challenges are discussed. 

 2.0 AN OVERVIEW OF INSECURITY IN NIGERIA 

Multiple security challenges confront Nigeria. These include the resilient Boko Haram 

Islamist insurgency within the northeast, long-running discontent and militancy within the 

Niger Delta, increasing violence between herdsmen and farming communities increasing 

from the central belt southward, and separatist Biafra agitation within the Igbo southeast. 

Violence, particularly by the Boko Haram insurgency has displaced about two million people, 

created a huge humanitarian crisis, and prompted the increase of civilian vigilante self-

defense groups that pose new policy dilemmas and possible security risks [5]. For instance, 

in May 2021, the Eastern Security Network (ESN) – the armed body of the Biafra 

separationist group, allegedly killed 25 national security personnel. Herdsmen – local farmer 

violence in this Bali area of Taraba state led to the death of about 60 people and the 

displacement of thousands. Similarly, approximately 14 deaths were recorded in Jos, and 55 

in Kastina-Ala and Ado areas of Benue state. Assault of civilians and military bases, gunmen 

attack reprisal attacks, kidnappings, and abduction of schoolchildren is becoming more 

frequent [5]. 

In 2020, The Armed Conflict Location & Event Data Project (ACLED) extrapolated that 

2,404 security incidents were recorded in Nigeria, of which 844 were coded as battles, 220 as 

blasts/inaccessible viciousness, 297 as riots, and 1043 as savagery against civilians; resulting 

to 7,699 fatalities [1].  As shown in Fig. 2, the state of insecurity is uniform across the whole 

nation [9].  
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Figure 2. Heat map of security events occurrences in 2020. EASO Power Bi, based on 

ACLED data [9]. 
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3.0 ARTIFICIAL INTELLIGENCE TECHNOLOGY 

Artificial intelligence (AI) technology conceptualizes the idea of making machines think, act 

humanly and rationally by using sets of algorithms. AI is not new but became more 

prominent due to the recent improvement in machine learning, big data analytics, and deep 

learning. Over the last decade, AI has continued to transform different sectors, piloting the 

fourth industrial revolution. With AI technology, streams of data can be easily turned into 

valuable information. 

AI has found widespread application in various areas hence can be utilized in tracking 

criminals and criminal activities. Digital personal assistants, which are features of modern 

operating systems of mobile phones and computers, rely on AI technology for tasks such as 

online search, recommendations, voice interpretation among others. Automated personal data 

banks – database housing digital information (images, fingerprints, insurance details, and 

vehicle registration, etc.) are maintained using AI tools. This is a huge source of reference 

data for government security departments and agencies like the Department of State Security 

Service (DSSS) and the Security Intelligence Department (SID).   

 AI more narrowly defined: One can describe AI because of the analysis of data to 

model some aspect of the earth, where inferences from these models are then allowed 

to predict and anticipate possible future events. Importantly, AI programs do not 

simply analyze data in the way they were originally programmed. Instead, they learn 

from data to reply intelligently to new data and adapt their outputs accordingly. AI is 

ultimately about giving computers behaviors that could be thought intelligent in 

citizenry [7]. 

 Machine learning: Many of the computational techniques related to AI are actually 

from a field called machine learning, this may be depicted since the set of techniques 

and apparatuses that allow computers to think by making scientific algorithms upheld 

amassed information. Arthur Samuel coined the term in 1959 characterizing it as, the 

office to look for out without being unequivocally programmed [18]. Deep learning is 



 

7 

 

one method for machine learning and it's improved deep learning that recently led to 

big advances in AI (Fig. 3, right panels). 

 Big data: These are high volume, high-velocity, and high variety information assets 

that demand cost-effective, innovative kinds of informatics for enhanced insight and 

deciding. The large recent increase within the quantity of massive data everywhere is 

new. 

 Digital Things: Things (e.g.; smartphones, Alexa, toasters, military drones) will 

progressively be able to perceive, agree on, and act. The things would not be 

connected to the online but may be smart. The internet of things refers to the growing 

interconnectedness of things and getting them onto the online. Together these 

technologies are quite the sum of the parts. Firstly, consider big data analytics. One 

can consider big data as an asset, that AI could also be a key to unlocking its value, 

and where machine learning is one technical mechanism for doing AI. When big data 

analytics is merged with things within the planet, we have online to offline merging. 

   

Figure 3. AI-related technologies. 
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3.1 POTENTIAL ROLE OF AI TECHNOLOGY IN CURBING INSECURITY IN 

NIGERIA 

In a data-driven world, access to information is power.  AI technology has proven to aid the 

collection and analysis of information. Premeditated crimes such as the ones occurring in 

Nigeria require planning and relay of information, and with increased access to the internet, 

clues or footprints always exist. AI tools can aid the mining of these data and tracing the trend.  

Intelligent analysis of collated data can help in identifying criminal characteristics, investigating 

crimes, and links to the criminals. Identifying criminal tendencies creates the initiative for 

further investigation; however, this is often challenging due to the complexity and vast amount 

of data. AI tools can be used to track 

Crime analysis involves, [8] the huge numbers of crime data and thus the complexity of links 

between them have turned criminology into an appropriate area for the appliance of AI analysis 

methods... Using this approach, crime information is usually automatically collected and entered 

into enforcement databases [3]. Data mining tools have become increasingly useful  

We must not forget the thought that information and its analysis lies at the center of the 

successful fight against crime, also due to the management of this counteraction. 

 Collecting information: Collecting data on the crime situation may be because of 

deriving the specified knowledge from large data sets. In other words, this is often an 

approach to urge hidden relationships between organizations and individuals committing 

crimes by using AI methods. The big choice of data mining applications has become an 

enormous area of research nowadays, as a neighborhood of those applications is related 

to detection, prevention, and curbing crimes.  

 Criminology: Criminology is one of the foremost important areas of application of 

intelligent data analysis. It has a process whose purpose is to identify criminal 

characteristics.  
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 AI training, deep learning, and fighting crime: Machine Learning, computer 

algorithms that permit seek out the bent figure with an outsized amount of data are 

widely employed by technology giants like Google, Apple, and Netflix. The same 

technology that allows programs to recommend films or to line the order Google search 

list is now successfully wont to combat crimes of varying severity. 

 Detecting crimes: Because AI is a position to research a huge amount of data, it's often 

apt to investigate and stop crime. An example of this is often the advertising of sex 

services online. Sex workers are thought to be relatively anonymous and advertise their 

services almost under the nose of enforcement authorities. But every message online 

leaves a digital trace. Cyber experts can use algorithms for digital tracking data on the 

web to determine if women volunteer or are coerced to advertise their services that focus 

on seemingly insignificant details. By processing the input data, algorithms are 

programmed to research such details as a boom of small theft arrests within the world 

where sex services are advertised. AI may detect an increase in thefts of the littlest 

amount of important things like toothpaste or soap. The thought of this technique is that 

if someone may be a victim of human trafficking and is brought from another region; he 

could even be deprived of access to basic subjects for a traditional life. Furthermore, AI 

training applies to data associated with hotel rooms paid in taking advantage of areas 

where sexual services are provided and advertised during major events like concerts or 

sporting events. This algorithm applies to other details associated with trafficking in the 

citizenry. for instance, analyzing the above-mentioned messages, enforcement officers 

use the training opportunities of AI to determine links between ads and their authors, 

listening to such nuances as similar sorts of writing and settings utilized in quite one ad, 

on internet sites in missing persons' databases. A learning algorithm is additionally wont 

to track payment transactions to supply intimate services to spot the links of this paying 

for advertising with larger organizations involved in trafficking. Machine learning 

technology for AI is often applied not only to the detection of crimes associated with 

human trafficking and made prostitution but also for practically other sorts of crime. 

Forced labor by training and self-learning AI, enforcement can determine whether some 

business works alongside companies using forced labor. In the area of supply chain 
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logistics, the utilization of forced labor isn't unusual. AI can aid in investigating 

allegations of labor violations or complaints against companies using forced labor. 

Analysis of knowledge through AI may reveal links that might rather be difficult to spot. 

 Cybercrimes: With the aid of AI, companies can prevent cybercrimes, which will cause 

financial damage and harm their reputation. It is often trained to acknowledge keywords 

or topics associated with harmful content, thus stopping the potential cyber-attack. 

 DNA analysis: Modern forensic expertise of DNA is critical to the investigation of 

crimes, but the interpretation of the DNA code is often quite complicated. Specialized 

AI training techniques are often apt to simplify the interpretation of DNA, especially 

when it involves DNA samples of several individuals. There’s an enormous amount of 

knowledge that's not currently read solely due to our limited capabilities, but the pc 

algorithms of AI can easily do that [11]. 

 Face recognition: a standard method of combating crime using AI is Face Detection 

Technology. It’s often used at airports to incorporate mapping of human images into 

enforcement database files, which allows identifying the perpetrator of crimes [15]. 

 Prevention of crimes of a terrorist nature: Scanning social networks to seek out 

people that are often radicalized is another activity that AI can effectively perform after 

appropriate training. Nowadays, some agencies are already using social media attempts 

to recruit new members of terrorist organizations like ISIS et al. [2]. One such 

monitoring tool is named AWACS or the AWACS Internet system. This name is 

analogous to the abbreviation employed by the US military to explain its Intelligence 

stations. AWACS aims to stop negative events by monitoring the activity on the web, 

identifying and locating potential criminal scenarios. 

 

3.2 APPLICATIONS OF ARTIFICIAL INTELLIGENCE (AI) IN NIGERIA 

Computer systems that can mimic human Intelligence are not far from reality. AI will take a 

completely modern approach towards the way we utilize innovation. We might not be 
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completely aware, but AI is essentially being utilized nowadays, one way or the other in 

present-day computer frameworks. Its application nowadays might not be so advanced as what 

we see in Sci-Fi series such as HBO's Western world. AI's headway of this nature can take off 

humanoid robots which are competent in passing the Turing test. In Nigeria, AI seeks to find its 

grounds. Even though a few organizations are endeavoring to catch the pace, they usually end 

up p being slowed down due to a need for bolster or appropriate financing. Major innovation 

companies have been contributing to AI, usually much obliged to the exceptional reality AI 

speaks to an ensuing wilderness of innovation, and without it, it might be as troublesome to 

confront up to competition and scale through the showcase. 

Here are a few (potential) applications of AI in Nigeria [13]: 

 Digital Personal Assistant: A digital personal assistant can be integrated into an 

Operating System (OS) If empowered, voice questions are regularly identified and a 

reaction, pending on what's inquired, is frequently sourced online or recovered from 

local storage. Here are a few tasks digital personal assistants can do for you: reply to 

questions by searching online, make recommendations, provide headings, include 

occasions to the calendar, and send text messages; (e-mails, and notifications) dialect 

interpretation, etc. 

In Nigeria, when individuals are confronted with arrangement and organization issues, a 

digital personal assistant will become helpful. It can offer assistance; organize meetings, 

start voice-friendly notifications and tips. Voice Interaction can empower simple 

interaction so you would not need to continuously tap your phone to start an inquiring 

ask. All you do like to do is talk thereto, and it recognizes your voice then performs the 

task. 

When privacy is needed, a password is frequently set so that anybody doesn't get to your 

information to perform unauthorized tasks. Advancements in innovation would allow 

more highlights impossible to miss to a genuine-life personal assistant. 

 Autonomous Vehicles: An autonomous vehicle is a self-driving car, designed to move 

with little or no human operation. The vehicle, to a degree, can operate itself without 
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requiring a driver. AI innovation found in an autonomous car gives it the capacity to 

sense its environment and make choices as to where to move, when to halt, and what to 

do in case of an emergency. Self-driving cars will solve tons of transportation issues in 

Nigeria. Casualties on the highway will be diminished as these cars can alter the 

required speed and keep up with the changing environment. GPS innovation, being 

integrated into the cars will allow them to require the most excellent and secure courses. 

Connected vehicle innovation will allow cars to communicate, thereby restricting 

collisions. Even though for this to require a put, the cars must get on an Organize like 

5G. The characteristic peril in typically Car hacking, where the car is being controlled by 

somebody somewhere else. The connectivity of self-driving cars can be controlled by 

hoodlums to make gridlocks and mischances. Indeed in case, Nigeria was to execute 

associated cars, it will be saved for the affluent or those that can subscribe to 5G 

information plans to have their cars secured. 

 Automated Personal Data Bank (APDB): This is the use of dedicative devices and 

databases to collect and store the detected data and personal information about citizens 

and immigrants [10] that can allow the security system to track individual information 

including suspected terrorist groups. The APDB records can contain digital images, 

fingerprints, insurance details, and vehicle registration to assist in monitoring citizens’ 

activities by government security departments and agencies like the (DSSS) and the 

(SID). Therefore, the Nigerian Immigration Service and Nigerian Customs Service 

Commission are expected to be vigilant in their duty while the federal government 

should ensure their training, equipping them with AI tools to Counter-terrorism/Unrest. 

The application of AI in Nigeria could mitigate terrorism and turmoil. 

3.2.1 Challenges and perspective 

Since the term, AI was first employed by John McCarthy in 1956 there have been gigantic 

propels in AI. In the present society, AI has infiltrated even the simplest facets of our lives in so 

many positive ways [16]. Although AI has done a lot of good in our society not a lot of attention 

has been given to the challenges of AI. Here are some of the AI challenges: 
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 Building trust: AI is all associated with science and algorithms, which lies on the 

technical side. People who are completely unaware of those algorithms and technology 

that lies behind the working of AI find it difficult to know its functioning. Here is how 

AI can face trust issues with humans, despite its capacity to reduce tasks. It is basic 

human psychology that we frequently neglect something that we don’t understand. We 

as humans tend to remain far away from anything complicated. And AI is said to large 

data, data science, and algorithms, there are times when users don't grasp thisthesecepts. 

 AI human interface: The challenge here is that the shortage of knowledge science skills 

within humans to urge maximum output from AI. As for businesses, progressed abilities 

are deficient. Trade proprietors got to prepare their experts to be prepared to leverage the 

focal points of this innovation. Statistics uncover that 55% of overview respondents felt 

the foremost critical challenge was the changing scope of human occupations when 

everything is attending to be computerized. 

 Investment: Another challenge of AI is that all commerce proprietors or supervisors are 

willing to require a position in it. The funds required to line up and execute AI are 

amazingly tall, hence not each trade proprietor or organization can invest in it or can 

attempt it for their claim commerce. 

 Software malfunction: No innovation or human is idealize. In case of computer 

programs or equipment crashes, it's troublesome to put a finger on what went off-base. 

On the inverse hand, tasks performed by people are regularly followed. In any case, with 

machines and inbuilt algorithms inside the picture, it's difficultly dependable for 

somebody or finds the clarification for a computer program/equipment crash. A later 

case of this can be frequently the self-driving cars that took the life of a person on foot. 

 AI can't supplant every task: Ever since AI made its way into our lives, we have an 

idea that each one, diminutive rouge, is frequently overseen by AI. In any case, this will 

be loyal to a particular degree. But not all the tasks can be handled by AI. AI is more 

sort of an instrument that makes a difference in increment the efficiency of a task. It has 

the control to trade all the common assignments with machines and permits you to do 
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more beneficial errands alongside your time. This can be an instrument that fortifies and 

boosts the execution and productivity of normal laborers. 

 Higher expectations:  AI seems to have genuine issues with the exceptions of the 

individuals around it. Individuals, by and large, do not have an in-profundity 

understanding of how AI works and thus they require greatly high expectations; a few of 

which are not indeed conceivable. People have a bowed to anticipate high from 

something that's trending and so the outputs from it moreover are getting to be 

outstanding. However, like all other innovations, there are certain restrictions related to 

AI [21]. 

 

 

  

Figure. 4 Six (6) challenges in Artificial Intelligence. 
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4.0 METHODOLOGY 

The method utilized in this research involves data collection and analysis. A general search was 

done in Google Scholar using keywords like; Artificial Intelligence,  Insecurity in Nigeria, AI-

related technologies, counteracting crimes through AI, Application of AI in Nigeria, Challenges 

of AI, and Benefits of AI in Nigeria. The search led to redirection to different journals. From 

Research Gate to ScienceDirect, from Ijaar to Elsevier, and many other journals. A total of 

sixty-five (65) papers were downloaded. 

After going through each abstract, twenty-six (26) papers were studied and twenty-two (22) 

sources were cited (including Internet sources) in the work. The conclusion was drawn 

from experience garnered during researches on some other related topics. 

Issue Number Percentage 

Research papers 25 61% 

Website 4 10% 

Books 7 17% 

Conference books 5 12% 

 

 

5.0 DISCUSSION 

The Nigerian security is nothing to write home about, due to the high rate of insurgency through 

the development of Boko Haram violence, cattle rustlers, herdsmen, Niger Delta Militants, and 

other criminal offenses across the nation. If nothing is done promptly concerning this revolting 

circumstance, Nigeria would not be inhabitable for anybody. 

Consolidation of AI will be the solution to a good number of the aforementioned issues as 

Nigeria security will be automated i.e. by the use of machine learning, big data, deep learning, 

and deployments of facial recognition technology, Anti-dark skin bias of facial recognition 

software, and many other AI innovations. In other for Nigeria to be secured through the use of 

AI the following agency; DSSS, SID, and Robotics and AI Nigeria (RAIN) needs to emulate 
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other countries like; U.S, China, Europe, etc. on the ways AI is been utilized in combating 

insecurity. 

 

5.1 RECOMMENDATION  

The importance of AI in human development cannot be overemphasized in all socio-economic 

sectors including the fight against insurgency, despite its challenges in the country due to 

natural and artificial factors. This paper recommends the following possible strategies in 

combating Nigeria insecurity using AI technologies; 

 

 The Federal Government (FG) should ensure proper implementation of AI technologies 

in all its agencies, department, and quasi-government more especially in the security 

headquarters and campuses, custom service commission, immigration service offices, and 

others. 

 Congress should organize legislation prohibiting Nigerian officials, elected 

representatives, and agencies from creating and distributing fake information.  

 The FG must continuously be the purveyor of facts and truth to its constituents 

guaranteeing the viable organization of popular government through a profitable 

approach wrangle about from a shared premise of reality. 

 The FG should partner with the private sector to implement digital verification signature 

designating data, time, and physical origination of data source. 

 Data Science Nigeria (DSN) should organize more programs to train the youth on the 

effective use of AI, to stabilize security in Nigeria. 

 The Nigerian government should train its personnel to acknowledge in all sectors and 

agencies to ensure maximum utilization of the AI technologies. 

 The inclusion of the AI course in all Nigerian institutions of learning should be monitored 

to ensure practical teaching of the course at all levels so that every graduate can operate 

the peripherals. 



 

17 

 

 The IT companies, DSN and RAIN, and the government should collaborate to ensure 

confidential data collection about AI and who is using it, to enable operators to have 

predictable profile users on their networks. 

 

6.0 CONCLUSION 

The above-mentioned artificial intelligence in the security sphere impresses with the breadth of 

application and the possible positive effect. Without expanding the scope of the solutions 

discussed, which can be implemented with the help of AI, we can certainly say the paralysis and 

worrisome state of insecurity in Nigeria will drastically change positively. This paper is among 

the first to give a review of AI as a solution to Nigeria's insecurity. It has introduced some key 

technologies like machine learning, deep learning, and big data with a captivating feature self-

healer. The paper has outlined the challenges of AI in Nigeria and recommended possible ways 

out of the dilemma. 
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